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1. TOWER OF BABEL

A "YMODEM Tower of Babel" has descended on the m croconputing conmunity
bringing with it confusion, frustration, bloated phone bills, and wasted
man hours. Sadly, | (Chuck Forsberg) ampartly to blane for this ness.

As author of the early 1980s batch and 1k XMODEM ext ensi ons, | assumed
readers of earlier versions of this docunment would inplenent as nuch of

t he YMODEM protocol as their programm ng skills and conputing environments
would permit. This proved a rather naive assunption as programers

nmoti vated by conpetitive pressure inplenmented as little of YMODEM as

possi ble. Some have taken whatever parts of YMODEM that appeal ed to them
applied themto MODEM/ Batch, Telink, XMODEM or whatever, and called the
result YMODEM

Jeff Garbers (Crosstal k package devel opnent director) said it all: "Wth
protocols in the public domain, anyone who wants to dink around with them
can go ahead." [1]

Docurent s containing altered exanples derived from YMODEM DOC have added

to the confusion. 1n one instance, sonme self styled rewiter of history
altered the heading in YMODEM DOC s Figure 1 from"1024 byte Packets" to
"YMODEM CRC Fil e Transfer Protocol". None of the XMODEM and YMODEM

exanpl es shown in that docunent were correct.

To put an end to this confusion, we nust nmake "perfectly clear"” what
YMODEM st ands for, as Ward Christensen defined it in his 1985 coining of
the term

To the mgjority of you who read, understood, and respected Ward's
definition of YMODEM | apol ogize for the inconvenience.

1.1 Definitions

ARC ARC is a programthat conpresses one or nore files into an archive
and extracts files fromsuch archives.

XMODEM refers to the file transfer etiquette introduced by Ward
Christensen's 1977 MODEM ASM program  The nanme XMODEM cones from
Keith Petersen's XMODEM ASM program an adaptation of MODEM ASM
for Renote CP/M (RCPM systens. |It's also called the MODEM or
MODEM2 protocol. Sonme who are unaware of MODEM/' s unusual batch
file node call it MODEM/. Oher aliases include "CP/M Users'
G oup" and "TERM I FTP 3". The name XMODEM caught on partly
because it is distinctive and partly because of nmedia interest in

1. Page C/ 12, PC-VEEK July 12, 1987
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bulletin board and RCPM systens where it was accessed with an

"XMODEM' comrand. This protocol is supported by every serious
conmmuni cati ons program because of its universality, sinplicity,
and reasonabl e performance.

XMODEM CRC repl aces XMODEM s 1 byte checksumwith a two byte Cyclical
Redundancy Check (CRC-16), giving nodern error detection
protection.

XMODEM 1k Refers to the XMODEM CRC protocol with 1024 byte data bl ocks.

YMODEM Refers to the XMODEM CRC (optional 1k bl ocks) protocol with batch
transm ssion as described below. In a nutshell, YMODEM neans
BATCH.

YMODEM g Refers to the stream ng YMODEM vari ati on descri bed bel ow.

True YMODEMTM In an attenpt to sort out the YMODEM Tower of Babel, Oren
Technol ogy has trademarked the term True YMODEM TM to represent
the conpl ete YMODEM protocol described in this document, including
pat hnanme, |ength, and nodification date transmitted in block O.

Pl ease contact Oren Technol ogy about certifying progranms for True
YMODEM TM) conpl i ance.

ZMODEM uses famliar XMODEM CRC and YMODEM t echnol ogy in a new protocol
that provides reliability, throughput, file managenent, and user
anenities appropriate to contenporary data comruni cati ons.

Z00 Like ARC, ZOO is a programthat conpresses one or nore files into
a "zoo archive". ZOO supports nmany different operating systens
i ncludi ng Uni x and VMBS,
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2

Al l

YMODEM M NI MUM REQUI REMENTS

progranms claimng to support YMODEM nust neet the follow ng mninum

requirenents:

+

+

The sendi ng program shall send the pathname (file nanme) in block O.

The pat hnane shall be a null terminated ASCI| string as described
bel ow.

For those who are too lazy to read the entire docunent:

+ Unl ess specifically requested, only the file nane portion is
sent.

+ No drive letter is sent.

+ Systens that do not distinguish between upper and | ower case
letters in filenames shall send the pathname in | ower case only.

The receiving programshall use this pathnane for the received file
nane, unless explicitly overridden.

VWhen the receiving programreceives this block and successfully
opened the output file, it shall acknow edge this block with an ACK
character and then proceed with a normal XMODEM file transfer
beginning with a "C' or NAK trannsitted by the receiver.

The sending program shall use CRC-16 in response to a "C' pat hnane
nak, otherw se use 8 bit checksum

The receiving program nust accept any nixture of 128 and 1024 byte
bl ocks within each file it receives. Sending prograns may
arbitrarily switch between 1024 and 128 byte bl ocks.

The sendi ng program must not change the | ength of an unacknow edged
bl ock.

At the end of each file, the sending programshall send EOT up to ten
times until it receives an ACK character. (This is part of the
XMODEM spec. )

The end of a transfer session shall be signified by a null (enpty)
pat hnanme, this pathnane bl ock shall be acknow edged the sanme as other
pat hnane bl ocks.

Programs not neeting all of these requirenents are not YMODEM conpati bl e,
and shall not be described as supporting YMODEM

Meeting these M NIMJUM requirenments does not guarantee reliable file
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transfers under stress. Particular attention is called to XMODEM s single
character supervisory nessages that are easily corrupted by transm ssion
errors.
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3. VWHY YMODEM?

Since its devel opnent half a decade ago, the Ward Christensen nodem
protocol has enabled a wide variety of conputer systenms to interchange
data. There is hardly a comruni cations programthat doesn't at |east
claimto support this protocol.

Advances in conputing, nodens and networking have reveal ed a nunber of
weaknesses in the original protocol:

+ The short bl ock I ength caused throughput to suffer when used with
ti mesharing systens, packet sw tched networks, satellite circuits,
and buffered (error correcting) nodens.

+ The 8 bit arithnetic checksum and other aspects allowed |ine
inmpairments to interfere with dependabl e, accurate transfers.

+ Only one file could be sent per command. The file nane had to be
given twice, first to the sending program and then again to the
recei ving program

+ The transmitted file could accunul ate as many as 127 extraneous
byt es.

+ The nodification date of the file was | ost.

A nunber of other protocols have been devel oped over the years, but none
have di spl aced XMODEM to dat e:

+ Lack of public domain docunentation and exanpl e prograns have kept
proprietary protocols such as Blast, Relay, and others tightly bound
to the fortunes of their suppliers.

+ Conpl exity di scourages the w despread application of BI SYNC, SDLC,
HDLC, X.25, and X PC protocol s.

+ Performance conproni ses and conplexity have linited the popularity of
the Kernmit protocol, which was developed to allow file transfers in
envi ronnments hostile to XMODEM

The XMODEM pr ot ocol extensions and YMODEM Batch address sone of these
weaknesses whil e mmintaining nost of XMODEM s sinplicity.

YMODEM i s supported by the public domain progranms YAM (CP/ M,
YAM CP/ M 86), YAM CCPM 86), IMP (CP/IM, KMD (CP/M, rz/sz (Unix, Xenix,
VMS, Berkel ey Unix, Venix, Xenix, Coherent, IDRI'S, Regulus). Comrerci al
i mpl ement ations include M RROR, and Professional - YAM[ 1] Conmuni cations
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progranms supporting these extensions have been in use since 1981

The 1k bl ock | ength (XMODEM 1k) described bel ow nay be used in conjunction
with YMODEM Bat ch Protocol, or with single file transfers identical to the
XMODEM CRC protocol except for mninal changes to support 1k bl ocks.

Anot her extension is the YMODEM g protocol. YMODEM g provi des batch
transfers with maxi num t hroughput when used with end to end error
correcting nedia, such as X. PC and error correcting nodens, including 9600
bps units by TeleBit, U S.Robotics, Hayes, Electronic Vaults, Data Race,
and ot hers.

To conplete this tome, edited versions of Ward Christensen's origina
protocol document and John Byrns's CRC-16 docunent are included for
ref erence

Ref erences to the MODEM or MODEMY protocol have been changed to XMODEM t o
acconmodat e the vernacular. |In Australia, it is properly called the
Chri stensen Protocol

3.1 Some Messages fromthe Pioneer

#: 130940 SO0/ Communi cations 25-Apr-85 18:38:47
Sb: ny protocol

Fm Ward Christensen 76703, 302 [ 2]

To: all

Be aware the article[3] DID quote ne correctly in terns of the phrases
I'i ke "not robust”, etc.

It was a quick hack | threw together, very unplanned (like everything
do), to satisfy a personal need to comunicate with "some ot her" peopl e.

ONLY the fact that it was done in 8/ 77, and that | put it in the public
domai n i mMmedi ately, nmade it becone the standard that it is.

1. Available for | BM PC, XT, AT, Uni x and Xeni x
2. Edited for typesetting appearance

3. Infoworld April 29 p. 16
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| think its time for me to

(1) docunent it; (people call ne and say "my product is going to include

it - what can | 'reference'”, or "I'mwiting a paper on it, what do | put
in the bibliography") and

(2) propose an "incremental extension"” to it, which mght take "exactly"
the form of Chuck Forsberg's YAM protocol. He wote YAMin C for CP/M and
put it in the public domain, and wote a batch protocol for Unix[4] called
rb and sb (receive batch, send batch), which was basically XMODEM wi t h

(a) arecord O containing filenane date tinme and size

(b) a 1K bl ock size option

(c) CRC 16.

He did sone clever programming to detect false ACK or EOT, but basically
| eft themthe sane.

Peopl e who suggest | make SI GNI FI CANT changes to the protocol, such as
"full duplex", "multiple outstanding bl ocks", "multiple destinations", etc
etc don't understand that the incredible sinplicity of the protocol is one
of the reasons it survived to this day in as many machi nes and prograns as
it may be found in!

Consi der the PC-NET group back in '77 or so - docunmenting to beat the band
- THEY had a protocol, but it was "extrenely conpl ex", because it tried to

be "all things to all people" - i.e. send binary files on a 7-bit system
etc. | was not that "benevolent". | (enphasize > 1 <) had an 8-bit UART,
so "ny protocol was an 8-bit protocol”, and | would just say "sorry" to

peopl e who were held back by 7-bit limtations.

Bl ock size: Chuck Forsberg created an extension of ny protocol, called
YAM which is al so supported via his public domain programs for UN X
called rb and sb - receive batch and send batch. They cleverly send a

"bl ock 0" which contains the filename, date, time, and size.
Unfortunately, its UNIX style, and is a bit weird[5] - octal nunbers, etc.
BUT, it is a nice way to overcone the kludgy "echo the chars of the nane"
i ntroduced with MODEM/. Further, chuck uses CRC-16 and optional 1K

bl ocks. Thus the record 0, 1K, and CRC, nake it a "pretty slick new
protocol” which is not significantly different fromm own.

Al so, there is a catchy nane - YMODEM That neans to sone that it is the
"next thing after XMODEM', and to others that it is the Y(am MODEM

4. VAXI VMBS versions of these prograns are al so avail abl e.

5. The file length, tine, and file nbde are optional. The pathnane and
file length may be sent alone if desired.
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protocol. | don't want to enphasize that too nmuch - out of fear that
other nfgrs mght think it is a "conpetitive" protocol, rather than an
"unaffiliated" protocol. Chuck is currently selling a nmuch-enhanced
version of his CP/M80 C program YAM calling it Professional Yam and its
for the PC- I"'musing it right now VERY slick! 32K capture buffer,

script, scrolling, previously captured text search, plus built-in comuands
for just about everything - directory (sorted every which way), XMODEM
YMODEM KERM T, and ASCI| file upload/ downl oad, etc. You can programit
to "behave" with nost any system - for exanple when trying a nunber for
CIS it detects the "busy" string back fromthe nodem and substitutes a
diff phone # into the dialing string and branches back to try it.
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4. XMODEM PROTOCCL ENHANCEMENTS

This chapter discusses the protocol extensions to Ward Christensen's 1982
XMODEM pr ot ocol description docunent.

The original docunent recomends the user be asked whether to continue
trying or abort after 10 retries. Most prograns no | onger ask the
operator whether he wi shes to keep retrying. Virtually all correctable
errors are corrected within the first fewretransmssions. |If thelineis
so bad that ten attenpts are insufficient, there is a significant danger
of undetected errors. |If the connection is that bad, it's better to
redial for a better connection, or mail a floppy disk

4.1 G aceful Abort

The YAM and Prof essi onal - YAM X/ YMODEM routi nes recogni ze a sequence of two
consecutive CAN (Hex 18) characters w thout nodemerrors (overrun

fram ng, etc.) as a transfer abort command. This sequence is recognized
when is waiting for the beginning of a block or for an acknow edgenent to
a bl ock that has been sent. The check for two consecutive CAN characters
reduces the nunmber of transfers aborted by line hits. YAM sends ei ght CAN
characters when it aborts an XMODEM YMODEM or ZMODEM protocol file
transfer. Pro-YAMthen sends ei ght backspaces to delete the CAN
characters fromthe renpte's keyboard i nput buffer, in case the renote had
al ready aborted the transfer and was awaiting a keyboarded conmand.

4.2 CRC-16 Option

The XMODEM protocol uses an optional two character CRC-16 instead of the
one character arithnetic checksumused by the original protocol and by
nmost conmerci al inplementations. CRC 16 guarantees detection of all
singl e and double bit errors, all errors with an odd nunber of error
bits, all burst errors of Ilength 16 or |ess, 99.9969% of all 17-bit error
bursts, and 99.9984 per cent of all possible |longer error bursts. By
contrast, a double bit error, or a burst error of 9 bits or nore can sneak
past the XMODEM protocol arithnmetic checksum

The XMODEM CRC protocol is simlar to the XMODEM protocol, except that the
recei ver specifies CRC-16 by sending C (Hex 43) instead of NAK when
requesting the FIRST block. A two byte CRCis sent in place of the one
byte arithnetic checksum

YAMs c option to the r command enables CRC-16 in single file reception
corresponding to the original inplenentation in the MODEM/ series
programs. This remains the default because many commrerci al conmuni cations
progranms and bulletin board systens still do not support CRC- 16,
especially those witten in Basic or Pascal

XMODEM protocol with CRC is accurate provided both sender and receiver
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both report a successful transm ssion. The protocol is robust in the
presence of characters |ost by buffer overloading on tinesharing systens.

The single character ACK/ NAK responses generated by the receiving program
adapt well to split speed nodens, where the reverse channel is limted to
ten per cent or less of the main channel's speed.

XMODEM and YMODEM are hal f dupl ex protocols which do not attenpt to
transmt information and control signals in both directions at the sane
time. This avoids buffer overrun problens that have been reported by
users attenpting to exploit full duplex asynchronous file transfer
protocol s such as Bl ast.

Pr of essi onal - YAM adds several proprietary |ogic enhancenents to XMODEM s
error detection and recovery. These conpati bl e enhancenents elimnate
nost of the bad file transfers other prograns nmake when using the XMODEM
protocol under |ess than ideal conditions.

4.3 XMODEM 1k 1024 Byte Bl ock

Di sappoi nting throughput downl oading fromUnix with YMODEM 1] lead to the
devel opment of 1024 byte blocks in 1982. 1024 byte bl ocks reduce the
effect of delays fromtinesharing systens, nodens, and packet switched

net wor ks on throughput by 87.5 per cent in addition to decreasi ng XMODEM s
3 per cent overhead (bl ock nunmber, CRC, etc.).

Sone environnents cannot accept 1024 byte bursts, including sone networks
and m ni conputer ports. The longer block | ength should be an option

The choice to use 1024 byte bl ocks is expressed to the sending program on
its command |ine or selection nenu.[2] 1024 byte bl ocks inprove throughput
in many applications.

An STX (02) replaces the SOH (01) at the beginning of the transnitted

bl ock to notify the receiver of the Ionger block Iength. The transnitted
bl ock contains 1024 bytes of data. The receiver should be able to accept
any mixture of 128 and 1024 byte bl ocks. The bl ock nunber (in the second
and third bytes of the block) is increnented by one for each bl ock
regardl ess of the block |ength.

The sender nust not change between 128 and 1024 byte block lengths if it
has not received a valid ACK for the current block. Failure to observe

1. The nanme hadn't been coined yet, but the protocol was the sane.

2. See "KM | MP Exceptions to YMODEM' bel ow.
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this restriction allows transm ssion errors to pass undetect ed.

If 1024 byte bl ocks are being used, it is possible for a file to "grow' up
to the next nmultiple of 1024 bytes. This does not waste disk space if the
all ocation granularity is 1k or greater. Wth YMODEM batch transm ssion,
the optional file length transmtted in the file name bl ock allows the
receiver to discard the padding, preserving the exact file |length and

cont ent s.

1024 byte bl ocks may be used with batch file transnission or with single
file transmi ssion. CRC- 16 should be used with the k option to preserve
data integrity over phone lines. |f a programw shes to enforce this
recomendation, it should cancel the transfer, then issue an informative
di agnostic nessage if the receiver requests checksuminstead of CRC- 16

Under no circunstances may a sendi ng program use CRC- 16 unl ess the
recei ver commands CRC- 16.

Figure 1. XMODEM 1k Bl ocks
SENDER RECEI VER

"sx -k foo.bar"
"foo. bar open x.x m nutes"

C

STX 01 FE Data[ 1024] CRC CRC

ACK
STX 02 FD Data[ 1024] CRC CRC

ACK
STX 03 FC Data[ 1000] CPMEOF[ 24] CRC CRC

ACK
EOT

ACK

Figure 2. M xed 1024 and 128 byte Bl ocks

SENDER RECEI VER
"sx -k foo.bar"
"foo. bar open x.x mnutes"

C
STX 01 FE Data[ 1024] CRC CRC

ACK
STX 02 FD Data[ 1024] CRC CRC

ACK
SCH 03 FC Data[ 128] CRC CRC

ACK
SOH 04 FB Dat a[ 100] CPMEOF[ 28] CRC CRC

ACK

EOCT
ACK
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5. YMODEM Batch File Transm ssion

The YMODEM Batch protocol is an extension to the XMODEM CRC protocol that
allows 0 or nore files to be transmitted with a single command. (Zero
files may be sent if none of the requested files is accessible.) The
desi gn approach of the YMODEM Batch protocol is to use the normal routines
for sending and receiving XMODEM bl ocks in a layered fashion sinmlar to
packet sw tchi ng net hods.

Wiy was it necessary to design a new batch protocol when one already
existed in MODEM/?[ 1] The batch file npde used by MODEM/ is unsuitable
because it does not pernmit full pathnanes, file length, file date, or
other attribute information to be transmitted. Such a restrictive design,
hastily inplenented with only CP/Min mnd, would not have pernmitted
extensions to current areas of personal computing such as Unix, DCS, and
object oriented systenms. |In addition, the MODEM/ batch file node is
sonmewhat susceptible to transm ssion inpairnents.

As in the case of single a file transfer, the receiver initiates batch
file transm ssion by sending a "C' character (for CRC 16).

The sender opens the first file and sends bl ock nunmber 0 with the
follow ng information.[?2]

Only the pathnane (file name) part is required for batch transfers.

To maintain upwards conpatibility, all unused bytes in block 0 nust be set
to null.

Pat hname The pat hname (conventionally, the file name) is sent as a nul
term nated ASCI| string. This is the filename format used by the
handl e oriented MSDOS(TM functions and C library fopen functions.
An assenbly | anguage exanpl e foll ows:

DB "foo.bar',0
No spaces are included in the pathnane. Nornmally only the file nane
stem (no directory prefix) is transmtted unless the sender has
selected YAMs f option to send the full pathname. The source drive
(A, B:, etc.) is not sent.

Fi | enanme Consi der ati ons:

1. The MODEM/ batch protocol transnmitted CP/M FCB bytes f1...f8 and
tl...t3 one character at a tine. The receiver echoed these bytes as
received, one at a tine.

2. Only the data part of the block is described here.
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+ File nanes are forced to | ower case unless the sending system
supports upper/lower case file names. This is a convenience for
users of systenms (such as Unix) which store filenanes in upper
and | ower case.

+ The receiver should accommpdate file nanes in | ower and upper
case.

+ When transmitting files between different operating systens,
file names nust be acceptable to both the sender and receiving
operating systens.

If directories are included, they are delimted by /; i.e.,
"subdir/foo" is acceptable, "subdir\foo" is not.

Length The file I ength and each of the succeeding fields are optional.[3]
The length field is stored in the block as a decinmal string counting
the nunber of data bytes in the file. The file | ength does not
i nclude any CPMECF (~Z) or other garbage characters used to pad the
| ast bl ock.

If the file being transmtted is growi ng during transm ssion, the
length field should be set to at |least the final expected file
| ength, or not sent.

The receiver stores the specified nunber of characters, discarding
any paddi ng added by the sender to fill up the last block

Modi fication Date The nod date is optional, and the filenane and | ength
may be sent without requiring the nod date to be sent.

Iff the nodification date is sent, a single space separates the
nmodi fication date fromthe file Iength.

The nod date is sent as an octal nunber giving the tine the contents
of the file were last changed, neasured in seconds fromJan 1 1970
Uni versal Coordinated Time (GMIN. A date of O inplies the

nmodi fication date is unknown and should be left as the date the file
is received

This standard format was chosen to elimnate anbiguities arising from
transfers between different time zones.

3. Fields may not be ski pped.
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Mode Iff the file nbde is sent, a single space separates the file node
fromthe nodification date. The file node is stored as an octa
string. Unless the file originated froma Unix system the file node
is set to 0. rb(1l) checks the file nbde for the 0x8000 bit which
indicates a Unix type regular file. Files with the 0x8000 bit set
are assunmed to have been sent fromanother Unix (or simlar) system
whi ch uses the sane file conventions. Such files are not translated
in any way.

Serial Number Iff the serial nunber is sent, a single space separates the
serial nunber fromthe file node. The serial nunber of the
transmtting programis stored as an octal string. Prograns which do
not have a serial nunber should omt this field, or set it to 0. The
receiver's use of this field is optional

O her Fields YMODEM was designed to allow additional header fields to be
added as above wi thout creating conpatibility problens with ol der
YMODEM prograns. Pl ease contact Oren Technol ogy if other fields are
needed for special application requirenents.

The rest of the block is set to nulls. This is essential to preserve
upward conpatibility.[4]

If the filenane block is received with a CRC or other error, a

retransm ssion is requested. After the fil enane bl ock has been received,
it is ACKed if the wite open is successful. |If the file cannot be
opened for witing, the receiver cancels the transfer with CAN characters
as described above.

The receiver then initiates transfer of the file contents with a "C'
character, according to the standard XMODEM CRC pr ot ocol

After the file contents and XMODEM EOT have been transmitted and
acknow edged, the receiver again asks for the next pathnane.

Transmi ssion of a null pathnanme term nates batch file transni ssion

Note that transmi ssion of no files is not necessarily an error. This is
possible if none of the files requested of the sender could be opened for
r eadi ng.

4. |f, perchance, this information extends beyond 128 bytes (possible
with Unix 4.2 BSD extended file nanes), the block should be sent as a
1k bl ock as described above.
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Most YMODEM recei vers request CRC

The Unix programs sz(1l) and rz(1)
RzZSZ. ZOO shoul d answer ot her quest

Figure 3. YMODEM Bat ch
SENDER
"sending in batch node e

SOH 00 FF foo.c NUL[123]

SOH 01 FE Data[ 128] CRC

SOH 02 FC Data[128] CRC

XMODEM Pr ot ocol Enhancenents

e 18 1988 16

16 by default.

included in the source code file
i ons about YMODEM batch protocol.

Transm ssion Session (1 file)

RECEI VER

"sb foo.*<CR>"
tc."

C (command: r b)

CRC CRC

ACK

C
CRC

ACK
CRC

ACK

SOH 03 FB Data[ 100] CPMEOF[ 28] CRC CRC

ECT

ECT

ACK

NAK

ACK
C

SOH 00 FF NUL[128] CRC CRC

Figure 7. YMODEM Head

ACK

er Information and Features

| Program | Length | Date | Mode | S/IN| 1k-Blk | YMODEM g |
I Uni x rz/sz I yes I yes I yes I no I yes I sb only I
I VMS r b/ sb I yes I no I no I no I yes I no I
I Pr o- YAM I yes I yes I no I yes I yes I yes I
I CP/ M YAM I no I no I no I no I yes I no I
I KMDY | MP i ? i no i no i no i yes i no i

5.1 KM | MP Exceptions to YMODEM

KMD and | MP use a "CK" character s
trigger the use of 1024 byte bl ock
option to the sending program Th
wor ks wel |l on single process mcro
programs rigorously adhere to all

equence enmtted by the receiver to

s as an alternative to specifying this
is two character sequence generally

s in direct communication, provided the
t he XMODEM r ecommendat i ons i ncl uded
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Figure 4. YMODEM Batch Transni ssion Session (2 files)

SENDER RECEI VER

"sb foo.c baz.c<CR>"
"sending in batch node etc."

C (command: r b)
SOH 00 FF foo.c NUL[123] CRC CRC

ACK

C
SOH 01 FE Data[ 128] CRC CRC

ACK
SOH 02 FC Data[ 128] CRC CRC

ACK
SOH 03 FB Dat a[ 100] CPMEOF[ 28] CRC CRC

ACK
EOT

NAK
EOT

ACK

C
SOH 00 FF baz.c NUL[123] CRC CRC

ACK

C
SOH 01 FB Data[ 100] CPMEOF[ 28] CRC CRC

ACK
EOT

NAK
EOT

ACK

C
SOH 00 FF NUL[ 128] CRC CRC

ACK

Figure 5. YMODEM Bat ch Transmi ssi on Sessi on-1k Bl ocks

SENDER RECEI VER

"sb -k foo.*<CR>"
"sending in batch node etc."

C (command: r b)
SOH 00 FF foo.c NUL[123] CRC CRC

ACK

C
STX 01 FD Data[1024] CRC CRC

ACK
SOH 02 FC Data[ 128] CRC CRC

ACK
SOH 03 FB Data[ 100] CPMEOF[ 28] CRC CRC

ACK
EOT

NAK

EOT
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ACK

C
SOH 00 FF NUL[128] CRC CRC

ACK

Figure 6. YMODEM Fil ename bl ock transmitted by sz
Srwr--r-- 6347 Jun 17 1984 20: 34 bbcsched. t xt

00 0100FF62 62637363 6865642E 74787400 | ... bbcsched. txt. |
10 36333437 20333331 34373432 35313320 | 6347 3314742513
20 31303036 34340000 00000000 00000000 | 100644.......... |
30 00000000 00000000 00000000 00000000

40 00000000 00000000 00000000 00000000

50 00000000 00000000 00000000 00000000

60 00000000 00000000 00000000 00000000

70 00000000 00000000 00000000 00000000

80 000000CA 56

herein. Prograns with margi nal XMODEM i npl enentati ons do not fare so
well. Timesharing systens and packet swi tched networks can separate the
successive characters, rendering this nethod unreliable.

Sendi ng programs nmay detect the CK sequence if the operating enviornment
does not preclude reliable inplenmentation.

Instead of the standard YMODEM file length in decimal, KWVMD and | MP
transmt the CP/Mrecord count in the |last two bytes of the header bl ock

6. YMODEM g File Transni ssion

Devel opi ng technol ogy is providing phone line data transm ssion at ever

hi gher speeds using very specialized techni ques. These high speed nodens,
as well as session protocols such as X. PC, provide high speed, nearly
error free comunications at the expense of considerably increased del ay
time.

This delay time is noderate conpared to human interactions, but it
cripples the throughput of nobst error correcting protocols.

The g option to YMODEM has proven effective under these circunstances.

The g option is driven by the receiver, which initiates the batch transfer
by transmtting a Ginstead of C. Wen the sender recognizes the G it
bypasses the usual wait for an ACK to each transmitted bl ock, sending
succeedi ng bl ocks at full speed, subject to XOFF/ XON or other flow contro
exerted by the medi um

The sender expects an inital Gto initiate the transmi ssion of a
particular file, and al so expects an ACK on the EOT sent at the end of
each file. This synchronization allows the receiver tine to open and
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close files as necessary.

If an error is detected in a YMODEM g transfer, the receiver aborts the
transfer with the multiple CAN abort sequence. The ZMODEM protocol shoul d
be used in applications that require both stream ng throughput and error
recovery.

Figure 8. YMODEM g Transm ssion Session

SENDER RECEI VER

"sb foo.*<CR>"
"sending in batch node etc..."

G (command: rb -g)
SOH 00 FF foo.c NUL[123] CRC CRC

G
SOH 01 FE Data[ 128] CRC CRC
STX 02 FD Data[ 1024] CRC CRC
SOH 03 FC Data[ 128] CRC CRC
SOH 04 FB Data[ 100] CPMEOF[ 28] CRC CRC
EOT
ACK
G

SOH 00 FF NUL[ 128] CRC CRC
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7. XMODEM PROTOCOL OVERVI EW
8/ 9/ 82 by Ward Chri stensen

I will maintain a master copy of this. Please pass on changes or
suggestions via CBBS/ Chi cago at (312) 545-8086, CBBS/ CPMJUG (312) 849-1132
or by voice at (312) 849-6279

7.1 Definitions

<soh> 0O1H
<eot > 04H
<ack> 06H
<nak> 15H
<can> 18H
<C 43H

7.2 Transni ssion Medium Level Protoco
Asynchronous, 8 data bits, no parity, one stop bit.

The protocol inposes no restrictions on the contents of the data being
transmtted. No control characters are |ooked for in the 128-byte data
messages. Absolutely any kind of data may be sent - binary, ASCII, etc.
The protocol has not formally been adopted to a 7-bit environnent for the
transm ssion of ASCIl-only (or unpacked-hex) data , although it could be
sinmply by having both ends agree to AND the protocol -dependent data with
7F hex before validating it. | specifically amreferring to the checksum
and the bl ock nunbers and their ones- conpl enent.

Those wi shing to maintain compatibility of the CP/Mfile structure, i.e
to all ow nodenming ASCII files to or from CP/ M systens should follow this
data format:

+ ASCI| tabs used (09H); tabs set every 8.

+ Lines ternminated by CR/'LF (ODH OAH)

+ End-of -file indicated by ~Z, 1AH (one or nore)

+ Data is variable length, i.e. should be considered a continuous
stream of data bytes, broken into 128-byte chunks purely for the
pur pose of transm ssion.

+ A CP/M"peculiarity": If the data ends exactly on a 128-byte
boundary, i.e. CRin 127, and LF in 128, a subsequent sector

containing the ~Z EOF character(s) is optional, but is preferred.
Sone utilities or user prograns still do not handl e ECF without "Zs.
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+ The last block sent is no different fromothers, i.e. there is no
"short bl ock".
Figure 9. XMODEM Message Bl ock Level Protoco

Each bl ock of the transfer | ooks |ike:
<SOH><bl k #><255- bl k #><--128 data bytes--><cksunr

in which:

<SOH> = 01 hex

<bl k #> = binary nunber, starts at 01 increnments by 1, and
waps OFFH to OOH (not to 01)

<255-blk #> = blk # after going thru 8080 "CMA" instr, i.e
each bit conplenmented in the 8-bit bl ock nunber.
Formal ly, this is the "ones conpl ement".

<cksun = the sum of the data bytes only. Toss any carry.

7.3 File Level Protocol

7.3.1 Common_to_Both Sender and_ Recei ver

Al errors are retried 10 times. For versions running with an operator
(i.e. NOT with XMODEM), a message is typed after 10 errors asking the
operator whether to "retry or quit".

Sone versions of the protocol use <can>, ASCII ~X, to cancel transm ssion
This was never adopted as a standard, as having a single "abort" character
makes the transni ssion susceptible to false termi nation due to an <ack>
<nak> or <soh> being corrupted into a <can> and aborting transni ssion

The protocol may be considered "receiver driven", that is, the sender need
not automatically re-transmt, although it does in the current
i npl ement ati ons.

7.3.2 Receive_Program Consi derations

The receiver has a 10-second timeout. It sends a <nak> every tinme it
times out. The receiver's first timeout, which sends a <nak>, signals the
transmtter to start. Optionally, the receiver could send a <nak>

i medi ately, in case the sender was ready. This would save the initial 10
second timeout. However, the receiver MJST continue to tineout every 10
seconds in case the sender wasn't ready.

Once into a receiving a block, the receiver goes into a one-second tineout
for each character and the checksum |f the receiver w shes to <nak> a

bl ock for any reason (invalid header, timeout receiving data), it nust
wait for the line to clear. See "programmng tips" for ideas

Synchroni zing: |If a valid block nunber is received, it will be: 1) the
expected one, in which case everything is fine; or 2) a repeat of the
previously received bl ock. This should be considered OK and only

i ndicates that the receivers <ack> got glitched, and the sender re-
transmtted; 3) any other block nunber indicates a fatal |oss of
synchroni zati on, such as the rare case of the sender getting a line-glitch
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that | ooked like an <ack>. Abort the transnission, sending a <can>

7.3.3 Sendi ng_program consi derations

While waiting for transm ssion to begin, the sender has only a single very
long tineout, say one minute. 1In the current protocol, the sender has a
10 second tinmeout before retrying. | suggest NOT doing this, and letting
the protocol be conpletely receiver-driven. This will be conpatible with
exi sting prograns.

When the sender has no nore data, it sends an <eot>, and awaits an <ack>,
resending the <eot> if it doesn't get one. Again, the protocol could be
receiver-driven, with the sender only having the high-level 1-mnute
timeout to abort.

Here is a sanple of the data flow, sending a 3-block nmessage. 1t includes
the two nost common line hits - a garbaged bl ock, and an <ack> reply
getting garbaged. <xx> represents the checksum byte.

Figure 10. Data flow including Error Recovery

SENDER RECEI VER
tinmes out after 10 seconds,
<--- <nak>
<soh> 01 FE -data- <xx> --->
<--- <ack>
<soh> 02 FD -data- xx - (data gets line hit)
<--- <nak>
<soh> 02 FD -data- xx --->
<--- <ack>
<soh> 03 FC -data- xx --->
(ack gets garbaged) <--- <ack>
<soh> 03 FC -data- xx > <ack>
<eot > -
<--- <anyt hi ng except ack>
<eot > .- >
<--- <ack>
(finished)

7.4 Progranmm ng Tips

+ The character-receive subroutine should be called with a paraneter
speci fying the nunber of seconds to wait. The receiver should first
call it wth atime of 10, then <nak> and try again, 10 tines.

After receiving the <soh> the receiver should call the character
receive subroutine with a 1-second tinmeout, for the renainder of the
message and the <cksunmp. Since they are sent as a continuous stream
timng out of this inplies a serious like glitch that caused, say,
127 characters to be seen instead of 128.
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+ When the receiver wishes to <nak>, it should call a "PURGE"
subroutine, to wait for the line to clear. Recall the sender tosses
any characters in its UART buffer inmediately upon conpleting sending
a block, to ensure no glitches were ms- interpreted.

The nbst common technique is for "PURGE' to call the character
recei ve subroutine, specifying a 1-second tineout,[1] and | ooping
back to PURGE until a timeout occurs. The <nak> is then sent,
ensuring the other end will see it.

+ You may wish to add code recomrended by John Mahr to your character
receive routine - to set an error flag if the UART shows fram ng
error, or overrun. This will help catch a few nore glitches - the
nmost common of which is a hit in the high bits of the byte in two
consecutive bytes. The <cksun» comes out OK since counting in 1-byte
produces the sane result of adding 80H + 80H as with addi ng OOH +
00H.

1. These times should be adjusted for use with tinesharing systens.
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8. XMODEM CRC Overvi ew
Oiginal 1/13/85 by John Byrns -- CRC option

Pl ease pass on any reports of errors in this docunent or suggestions for
i nprovenent to ne via Ward's/CBBS at (312) 849-1132, or by voice at (312)
885-1105.

The CRC used in the Modem Protocol is an alternate form of bl ock check
whi ch provides nore robust error detection than the original checksum
Andrew S. Tanenbaum says in his book, Conmputer Networks, that the CRC

CCl TT used by the Modem Protocol will detect all single and double bit
errors, all errors with an odd number of bits, all burst errors of length
16 or less, 99.997%of 17-bit error bursts, and 99.998% of 18-bit and

| onger bursts.[1]

The changes to the Mbdem Protocol to replace the checksumwith the CRC are
straight forward. If that were all that we did we would not be able to
conmuni cat e between a program using the ol d checksum protocol and one
usi ng the new CRC protocol. An initial handshake was added to solve this
probl em The handshake allows a receiving programw th CRC capability to
det ermi ne whet her the sendi ng program supports the CRC option, and to
switch it to CRC node if it does. This handshake is designed so that it
will work properly with progranms which inplement only the origina
protocol. A description of this handshake is presented in section 10.

Figure 11. Message Bl ock Level Protocol, CRC node
Each bl ock of the transfer in CRC node | ooks |ike:

<SOH><bl k #><255- bl k #><--128 data byt es--><CRC hi ><CRC | 0>
i n which:

<SOH> = 01 hex
<bl k #> = binary nunber, starts at 01 increnments by 1, and
wraps OFFH to OOH (not to 01)
<255-bl k #> = ones conpl ement of blk #.
<CRC hi > = byte containing the 8 hi order coefficients of the CRC
<CRC | 0> = byte containing the 8 | o order coefficients of the CRC

8.1 CRC Cal cul ation

8.1.1 Formal _Definition

To calculate the 16 bit CRC the nessage bits are considered to be the
coefficients of a polynomi al. This nessage polynomal is first multiplied
by X*16 and then divided by the generator polynomal (X*"16 + X*12 + X*5 +

1. This reliability figure is nisleading because XMCDEM s critica
supervi sory functions are not protected by this CRC
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1) using nodulo two arithmetic. The rermi nder left after the division is
the desired CRC. Since a nessage block in the Modem Protocol is 128 bytes
or 1024 bits, the nessage polynomal will be of order X*1023. The hi order
bit of the first byte of the nessage block is the coefficient of X*1023 in
the nessage polynomial. The |o order bit of the last byte of the nessage
block is the coefficient of X*0 in the nessage pol ynom al

Figure 12. Exanple of CRC Calculation witten in C

The following XMODEM crc routine is taken from"rbsb.c". Please refer to
the source code for these prograns (contained in RZSZ.ZzOO) for usage. A
fast table driven version is also included in this file.

/* update CRC */

unsi gned short
updcrc(c, crc)

regi ster c;

regi ster unsigned crc;

{
regi ster count;
for (count=8; --count>=0;) {
if (crc & 0x8000) {
crc <<= 1;
crc += (((c<<=1) & 0400) !'= 0);
crc = 0x1021;
}
el se {
crec <<= 1;
crc += (((c<<=1) & 0400) != 0);
}
}
return crc;
}

8.2 CRC File Level Protocol Changes

8.2.1 Conmmon_to Both_Sender and_Recei ver

The only change to the File Level Protocol for the CRC option is the
initial handshake which is used to determine if both the sending and the
recei ving prograns support the CRC node. Al Mddem Prograns shoul d support
the checksum node for conpatibility with older versions. A receiving
programthat w shes to receive in CRC node inplenents the node setting
handshake by sending a <C> in place of the initial <nak> [|If the sending
program supports CRC nmode it will recognize the <C and will set itself
into CRC node, and respond by sending the first block as if a <nak> had
been received. If the sending program does not support CRC node it will
not respond to the <C> at all. After the receiver has sent the <C it wll
wait up to 3 seconds for the <soh> that starts the first block. If it
receives a <soh> within 3 seconds it will assune the sender supports CRC
nmode and will proceed with the file exchange in CRC node. If no <soh> is
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received within 3 seconds the receiver will switch to checksum node, send
a <nak>, and proceed in checksum node. If the receiver w shes to use
checksum node it should send an initial <nak> and the sending program
shoul d respond to the <nak> as defined in the original Mddem Protocol
After the node has been set by the initial <C or <nak> the protoco
follows the original Mbdem Protocol and is identical whether the checksum
or CRC is being used.

8.2.2 Receive_Program Consi derations
There are at least 4 things that can go wong with the node setting
handshake.

1. the initial <C> can be garbled or |ost.
2. the initial <soh> can be garbl ed.
3. the initial <C can be changed to a <nak>

4. the initial <nak> froma receiver which wants to receive in checksum
can be changed to a <C.

The first problemcan be solved if the receiver sends a second <C after
it times out the first tine. This process can be repeated several tines.
It must not be repeated too nmany tinmes before sending a <nak> and
switching to checksum nbde or a sendi ng program wi t hout CRC support may
time out and abort. Repeating the <C> will also fix the second problemif
the sendi ng program cooperates by responding as if a <nak> were received
instead of ignoring the extra <C.

It is possible to fix problens 3 and 4 but probably not worth the trouble
since they will occur very infrequently. They could be fixed by sw tching
modes in either the sending or the receiving programafter a | arge nunber
of successive <nak>s. This solution would risk other problens however.

8.2.3 Sendi ng_Program Consi derati ons

The sendi ng program should start in the checksum node. This will insure
conpatibility with checksumonly receiving prograns. Anytine a <C is
recei ved before the first <nak> or <ack> the sending program shoul d set
itself into CRC node and respond as if a <nak> were received. The sender
shoul d respond to additional <C>s as if they were <nak>s until the first
<ack> is received. This will assist the receiving programin determning
the correct node when the <soh> is lost or garbled. After the first <ack>
is received the sending program shoul d i gnore <Css.
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8.3 Data Flow Exanples with CRC Option

Here is a data flow exanple for the case where the receiver requests

transmi ssion in the CRC node but the sender does not support the CRC

option. This exanple also includes various transm ssion errors. <xx>
represents the checksum byte.

Figure 13. Data Flow Receiver has CRC Option, Sender Doesn't

SENDER RECEI VER
<--- <C
tinmes out after 3 seconds,
<--- <C
times out after 3 seconds,
<--- <C
times out after 3 seconds,
<--- <C
times out after 3 seconds,
<--- <nak>
<soh> 01 FE -data- <xx> --->
<--- <ack>
<soh> 02 FD -data- <xx> ---> (data gets line hit)
<--- <nak>
<soh> 02 FD -data- <xx> --->
<--- <ack>
<soh> 03 FC -data- <xx> --->
(ack gets garbaged) <--- <ack>
times out after 10 seconds,
<--- <nak>
<soh> 03 FC -data- <xx> --->
<--- <ack>
<eot > - >
<--- <ack>

Here is a data flow exanple for the case where the receiver requests
transm ssion in the CRC node and the sender supports the CRC option. This
exanpl e al so includes various transm ssion errors. <xxXXx> represents the
2 CRC bytes.
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Figure 14. Receiver and

SENDER

<soh> 01 FE -data- <xxxx>
<soh> 02 FD -data- <xxxx>
<soh> 02 FD -data- <xxxx>
<soh> 03 FC -data- <xxxx>
(ack gets garbaged)

<soh> 03 FC -data- <xxxx>

<eot >

<- - -
>
<- - -
——
<o - -
>
<---
>
<o - -
<o - -
>
<- - -
>
<- - -

Xnmodem Pr ot ocol

June 18 1988

Sender Both have CRC Option

RECEI VER
<C

<ack>
(data gets line hit)
<nak>
<ack>
<ack>
times out after 10 seconds,
<nak>

<ack>

<ack>

Overvi ew

28
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9. MORE | NFORVATI ON

Pl ease contact Oren Technol ogy for troff source files and typeset copies
of this docunent.

9.1 TeleCGodzilla Bulletin Board

More information may be obtained by calling Tel eGodzilla at 503-621-3746
Speed detection is automatic for 1200, 2400 and 19200( Tel ebit PEP) bps.
Trai |l Bl azer nodem users may i ssue the Tel eCGodzilla trail blazer command to
swith to 19200 bps once they have | ogged in.

Interesting files include RZSZ. ZOO (C source code), YZMODEM ZOO (Oficia
XMODEM  YMODEM  and ZMODEM pr ot ocol descri ptions), ZCOMVEXE. ARC
ZCOWDOC. ARC, and ZCOWHLP. ARC ( PC- DCS sharewar e conm program w t h XMODEM
True YMODEM TV, ZMODEM Kermt Sliding Wndows, Telink, MODEM/ Batch
script | anguage, etc.).

9.2 Unix UUCP Access

UUCP sites can obtain the current version of this file with

uucp oren!/u/ caf/ public/ynodem doc /tnp
A continually updated list of available files is stored in
[ usr/spool /uucppublic/FILES. Wen retrieving these files wi th uucp,
renenber that the destination directory on your system must be witeable
by anyone, or the UUCP transfer will fail

The following L.sys line calls TeleGodzilla (Pro-YAMin host operation).
Tel eGodzilla determi nes the incom ng speed automatically.

In response to "Nane Pl ease:" uucico gives the Pro-YAM "link" command as a
user nane. The password (G znoid) controls access to the Xeni x system
connected to the IBMPC s other serial port. Conmunications between

Pro- YAM and Xeni x use 9600 bps; YAM converts this to the caller's speed.

Finally, the calling uucico logs in as uucp

omen Any ACU 2400 1-503-621-3746 se:--se: link ord: Gznoid in:--in: uucp

10. REVI SI ONS

6-18-88 Further revised for clarity. Corrected block nunbering in two
exanpl es.

10-27-87 Optional fields added for number of files remmining to be sent
and total nunber of bytes remaining to be sent.

10-18-87 Flow control discussion added to 1024 byte bl ock descritpion,

m nor revisions for clarity per user comments.
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8-03-87 Revised for clarity.

5-31-1987 enphasi zes mni num requi renments for YMODEM and updates
i nformati on on accessing files.

9-11-1986 clarifies nonenclature and some mninor points.

The April 15 1986 edition clarifies sonme points concerning CRC
cal cul ations and spaces in the header.

11. YMODEM Pr ogr ans

ZCOW A shareware little brother to Professional-YAM is available as
ZCOMVEXE. ARC on Tel eGodzilla and other bulletin board systens. ZCOW may
be used to test YMODEM amd ZMODEM i npl enent ati ons.

Uni x prograns supporting YMODEM are avail able on Tel eGodzilla in RzZSZ. ZOO.
Thi s ZOO archive includes a ZCOW Pro- YAM Power Com script ZUPL. T to upl oad
a bootstrap program MNIRB.C, conpile it, and then upload the rest of the
files using the conpiled MNIRB. Mst Unix |like systens are supported,
including V7, Xenix, Sys Ill, 4.2 BSD, SYS V, Ildris, Coherent, and

Regul us.

A version for VAX-VMS is avail able in VRBSB. SHQ

Irv Hoff has added 1k bl ocks and basic YMODEM batch transfers to the KMD
and | MP series progranms, which replace the XMODEM and MODEM?/ MDM7XX seri es
respectively. Overlays are available for a wide variety of CP/M systens.

Questi ons about Professional - YAM comuni cations software nay be directed
to:

Chuck Forsberg

Oren Technol ogy I nc

17505-V Sauvi e | sl and Road

Portl and Oregon 97231

VO CE: 503-621-3406 : VO CE

Mbdem 503-621-3746 Speed: 19200(Tel ebit PEP), 2400, 1200, 300

Usenet: ...!tektronix!reed!onen! caf
CompuServe: 70007, 2304
GEni e: CAF

Unl i ke ZMODEM and Kernit, XMODEM and YMODEM pl ace obstacles in the path of
a reliable high performance inplenentation, evidenced by poor reliability
under stress of the industry | eaders' XMODEM and YMODEM prograns. Oren
Technol ogy provides consulting and other services to those wishing to

i mpl ement XMODEM YMODEM and ZMODEM with state of the art features and
reliability.
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